There currently exists a largely untapped potential to enable patients to be better informed and more proactively involved in optimizing their primary care. With over 85% of primary care providers currently using electronic medical records (EMRs; [@R19]), enabling patients to access their primary care records via a patient portal represents a key component in achieving better health for patients ([@R6]). A patient portal is an online application that allows patients to view personal primary care records and to securely communicate with their primary care provider. However, with only 1 in 10 Canadians currently having access to even the most rudimentary online services ([@R17]), patient portals to primary care records remain a critical but vastly underutilized resource. Once armed with easily accessed primary care records, patients are better enabled to advocate for their needs as well as those of vulnerable dependents. However, in Canada, a patchwork of EMR systems that lack interoperability presents significant challenges to establishing universal patient portals of access to primary care records.

There are a variety of functions that patient portals serve, including allowing patients to access their clinicians, see their medical records, book appointments and obtain prescriptions written online, but due to space limitations, we focus on the value of patients having access to their clinical information. We propose a collaborative model for the creation and implementation of patient portals into primary care records (Figure [1](#FG1){ref-type="fig"}) within the patchwork of EMRs and provide an overview of essential steps needed to implement them in Canada. We define distinct and coordinated roles that Ministries of Health, EMR vendors and physicians could embrace to help make patient portals a reality. By selectively reviewing key articles from the literature and the experiences with patient portals in other countries and some Canadian provinces, we demonstrate the educational and other benefits that can be realized from patients having ready access to their clinical information, and we outline the difficulties that could be encountered. Finally, we want to emphasize that we are advocating for preliminary steps in a process of initiating patient portals at scale and acknowledge that there remain significant challenges that will need to be worked out over time.
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Patient portals need not be passive entry points to access medical data. Kildea and colleagues ([@R11]) describe a "participatory stakeholder co-design" to expand the role of patient portals that involved patients, computer scientists, clinicians and medical physicists in their ongoing development of a smartphone app used in an oncology setting in Quebec. Their stakeholder co-design approach incorporated six core elements: (1) equal co-leadership, including a patient on treatment, (2) patient preference determination, (3) security, governance and legal input, (4) continuous user evaluation and feedback, (5) continuous staff input; and (6) end-user testing.

Drawing on the experience of in-patient portals may help to optimize the design of outpatient portals. In the in-patient setting, researchers interviewed patients provided with a patient portal during their hospitalization. Patients were taught to use the portal and to access health information as well as to learn about their care team members. As a result, patients reported feeling more independent, having reduced anxiety, feeling that their families were better informed and having an increased sense of empowerment ([@R12]).

Problem areas in developing portals are recognized in the literature; however, there are only a few studies that systematically report on the patient portal development process. Ongoing work in this area is necessary to ensure that portals are a success for patients, clinicians and the healthcare system ([@R14]). In the collaborative model that we envision, Ministries of Health would fund EMR vendors and resources for both physicians and patients. EMR vendors would receive Ministry funding to incorporate patient portals into their software and to educate physicians on their utilization. Participating physicians would be provided with a novel "patient portal fee code" by Ministries to compensate them for counselling patients about the benefits and potential risks of portals. Ministries would fund patient resources, including the production, updating and dissemination of pamphlets to educate patients on patient portals. Ministries would create and provide EMR vendors with an electronic user agreement that would formalize patients\' access to their primary care records. Finally, Ministries would fund centralized call centres to address patients\' questions regarding portal access.

EMR vendors would be responsible for providing and maintaining the required software infrastructure for patient portals. This would include the implementation of preset standards defined by the Ministry that are compliant with the *Ontario Personal Health Information Protection Act* ([@R7]) or its equivalent in other provinces. EMR vendors would be incentivized to participate through funding from Ministries and annual fees paid by physicians for EMR support. In return, EMR providers would be responsible for supporting physicians\' implementation of patient portals, including providing doctors and their staff with training in their use.

Physicians would be expected to ensure that patients are provided with the necessary tools to enable them to successfully use their portals. They would provide patients with the Ministry-produced pamphlet, review this information with them and obtain their consent to the electronic user agreement. An example of such a user agreement is the one in systems such as MyChart (MyChart User Agreement nd). Physicians would also be responsible for counselling patients on the advantages and potential disadvantages of using patient portals, including the potential for a security breech. The new fee code mentioned earlier would compensate physicians for these activities. This same model could be utilized for other primary care providers, for example, nurse practitioners, but with payment models appropriate to the individual profession.

Although such a collaboration endeavours to minimize potential pitfalls, difficulties in implementing patient portals are expected. Ministries may be concerned about the initial cost outlay, especially at a time when provinces are struggling to control their budgets. Over time, this initial cost outlay is expected to be more than compensated by greater patient satisfaction and improved outcomes ([@R18]). EMR vendors may be concerned about whether the funding that they are provided with is adequate to support the various functions that they are being asked to undertake, including dealing with cyber-security issues. Physicians may be hesitant to pay additional fees to support EMR vendors. There may also be concerns that when patients see abnormal test results, they may experience increased patient stress.

Fortunately, this concern has not been borne out by retrospective studies examining the effects on patients of patient portals. These studies have not demonstrated a major increase in patient anxiety related to the direct release of laboratory results through patient portals ([@R4]). On the contrary, patients consistently find the test result feature among the most useful on patient portals and express interest in obtaining further information about interpreting the relevance of results ([@R5]). To obtain this help, patients should be provided with opportunities to get additional health information. This engagement could come from physicians; clinicians could provide a hyperlink to explain the utility of tests that they have ordered and mark abnormal results as "clinically significant" or "not clinically significant" on the EMR, so that patients are able to see this information. Some physicians may have concerns about the potential additional workload that patient portals could represent. To mitigate this worry, abnormal results could be directly addressed by utilizing other healthcare professionals such as nurse practitioners to help explain information to patients.

The experience of some countries implementing patient portals has been variable. Australia initially struggled with low rates of adoption with My Health Record. Four years after its introduction in 2012, only 17% of Australians had registered when it was an "opt-in" system ([@R20]). Since switching to an opt-out model, national participation is now in the 90% range ([@R3]), but there remains ongoing criticism from both clinicians ([@R8]) and academics ([@R9]), who point out that it is not up-to-date, that it creates a security risk and that My Health Record does not seek patients\' express consent because of its "opt-out" system. Other criticisms include that patients may edit their own records, thereby reducing their reliability. A further major concern is that My Health Record was not designed to be compatible with existing medical programs ([@R9]).

In contrast, Denmark\'s National eHealth Portal is an example of success in the implementation of patient portals. There is near complete clinician engagement, with 98% of primary clinicians and all pharmacists having access to a centralized database accessible to patients. Citizens are empowered to log in to a personal web space to book appointments, renew prescriptions, review medication records and health data and communicate with healthcare authorities. Clinicians are able to obtain records from hospitals, laboratory results and data from electronic patient records ([@R10]).

Here in Canada, Ministries of Health in Alberta and in Quebec have demonstrated their willingness to work with EMR vendors, physicians and patients to generate patient portals. Although still in its infancy, Alberta currently is leading the way with its investment in a unified EMR that incorporates patient portals with Alberta Netcare ([@R2]). Connect Care, the bridge between information, healthcare teams and patients, will allow healthcare providers a central access point to patient information, common clinical standards and best healthcare practices. Implementation is expected to be gradually rolled out over the next three to four years to minimize disruptions for patients and healthcare providers (Alberta Health Services nd).

Quebec has instituted a patient portal through Quebec Health Record ([@R15]). The portal is to be introduced over two years and will allow patients to view their medications, lab results, medical imaging results, doctors\' and hospital billings and wait lists for surgery. This system will further enable nurse practitioners, nurses and pharmacists to optimize follow-up of chronic conditions. The eventual goal is to incorporate patient health information and information regarding tests and treatments. Because the regulation of the delivery of healthcare is a provincial function, precisely what information a patient will have access to when using the patient portal will be determined at the provincial level. Differences may also exist between what information is available through hospital and primary care patient portals. Our focus here is on the latter, and it is our belief that it should include their social, medical and surgical histories, current medication list, prescription history, drug allergies/intolerances, laboratory and radiology reports and consultation notes.

The development of universal access to patient portals in Canada should be understood as an ongoing and evolving process. Patient portals need to first be implemented before they can be further developed with efforts that will optimize the provision of patient health information and relevant educational material.

Despite possible roadblocks, we strongly advocate for provinces to proceed with implementing patient portals using the model we have outlined or some variation of it. Patient portals to primary care records make possible an entirely new world of on-the-spot, customized learning. Each problem listed in a patient\'s electronic medical history could be directly linked to educational resources that are specific to that problem. Such resources would be available to patients precisely at the moment that they are most needed, when patients are reading their chart. Accurate and reliable hyperlinks for patients to topics such as smoking cessation, insomnia, exercise, diet, hypertension, support groups, depression and anxiety, to name a few, could be accessed by simply clicking on that problem in their medical history. The information contained in these hyperlinks could be customized according to the patient\'s language of preference and level of education. Patient portals ideally should be designed with the goal of optimizing patients\' ability to help themselves. The combined experience of countries that have implemented patient portals demonstrates the critical need for clinical engagement about health record content and standards ([@R10]). Much of the value that patients derived from the use of portals will be directly affected by the attitudes and actions of physicians, nurse practitioners, nurses and pharmacists ([@R16]).

The time has arrived for all stakeholders in Canada -- provincial Ministries, EMR providers, clinicians and patients -- to embrace patient portals. Delaying implementation of patient portals exacts a continued financial and personal hardship on patients and their families. Having the will to implement a collaborative model of care centred on patient portals moves us closer to achieving truly patient-centric care.
